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Notice

The FDA is unable to provide technical support for this software and does not plan to release future versions.
If you have any comments on this software please email pocasourcecoderequest@fda.hhs.gov.
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1. System Requirements
There are two options available for deploying the database and the application for POCA in Public Release.

Option #1 (Two Tier System):
The database can be deployed on to one tier and the application can be deployed to the company’s intranet
web server (second tier). It is recommended that this deployment option should be performed by the
experienced Oracle DBAs and server administrators. The database can be deployed on Windows, UNIX, or
Linux Operating Systems. The recommended version of Oracle Database is 11.2.0.4. The application must be
deployed on a Windows application server. The minimum requirements recommended for the Windows
application server are:

a. Windows 2003, Windows 7, Windows 8
11S6/7/8
Oracle 10g/11g Client (including ODP.Net)
Microsoft .Net Framework 4.0
4 GB RAM
4 GB Disk space available
Visual Studio 2010 (only needed if modification to the source code is required)

™o o0 T

Option #2 (Single Tier System):
The database and application can be deployed on one Windows server or PC. The minimum requirements
recommended for this configuration are:
a. Windows 2003, Windows 7, Windows 8
1S 6/7/8
Oracle 11g Database R2 (11.2.0.4)
Microsoft .Net Framework 4.0
4 GB RAM
20 GB Disk space available
Visual Studio 2010 (only needed if modification to the source code is required)

@m0 oo o

OPTION #1 IS BEST DEPLOYED BY EXPERIENCED DBAs AND SERVER ADMINISTRATORS.

Information will be provided for both the options. However, to accommodate users not familiar with installing
Oracle, some example screen prints and details will be provided for Option #2.

Download Software from FDA internet site: Download the zip file from the FDA internet site to your local
computer (preferably in C: drive). Unzip or extract the software to your local drive. The extracted files will be
used to install, configure, and setup both the database and the POCA application. The generic name of the
unzipped folder is ‘POCA Installation Folder’
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2. Deployment Option #1 - Two-tier configuration on a company
intranet with a mail server already configured.

This deployment option is recommended for experienced DBAs and server administrators.

1. Install Oracle 11g R2 database software on a database server or if already installed use an existing
Oracle 11g R2 database.

2. Download the compressed (zip) file provided in the FDA web site and unzip the file.

3. Copythe POCA_DB_lInstall directory from the unzipped folders to the C: drive on the server or an
appropriate temporary directory on a Unix/Linux server. This directory can be deleted when the
installation is complete.

4. Open the script 'create_POCA.sql' available in the directory ‘POCA_DB_Install’. If deploying on Unix
or Linux, the Windows pathnames (highlighted below) need to be changed with “/”. For your
reference the section ‘C:\app\OSE-Test\oradata\poca\’ needs to be modified based on Oracle Home,
Oracle Base , Datafile location and Database configuration based on the existing system. This will be
the location of data file for the POCA schema.

| create_poca.sql - Motepad E\@
File Edit Format View Help
spool c:\poca_db_install\cr_POCA, Tog -

REM & o o i B B R R R R T R R R AR R AR R AR E AW

REM All references to directories will need to be changed
REM to match the directory structure of the server

REM

REM *#% RUN THIS SCRIPT A5 S5YS USER *¥®¥

REM

REM & o o i R B R R A R R T R R R AR R AR R R R R R

REM Create POCA tablespaces
drop tablespace FDa;
create tablespace FDA
datafile 'c:\app\ose-Testhoradata‘pocalpoca_data.dbf’ size 1000M AUTOEXTEND ON MAXSIZE
3000mM;
DROP USER POCA CASCADE;
create user poca identified by poca_user;
grant create session to poca;
grant dba to poca;

m

REM * set default tablespace and
REM * temporary tablespace for user poca.
alter user poca

default tablespace FDa

temporarq tablespace temp

quota unlimited on FDA;
grant execute on sys.dbms_session to poca;
grant execute on sys.dbms_sgl to poca;
grant execute on sys.dbms_output to poca;
grant execute on sys.dbms_job to poca;
grant select on sys.dba_users to poca;
grant select on sys.dba_jobs to poca;
grant select on sys.dba_views to poca;

REM
REM Create pocaadmin role and grant permissions to this role
REM

Figure 1: create_poca.sql
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5. Create POCA user by running the script create_poca.sqgl. Open SQL*PLUS and run the script.
SQL>@C:\poca_DB_install\create_poca.sql

6. If erroris found in Step 5, check the log file cr_poca.log created in the same directory
C:/poca_db_install. If error occurs, fix the cause and run the script one more time.

2.1 Import POCA SCHEMA

1. Create a physical folder 'dump_dir' in the server (e.g. in C: drive) where Oracle database is installed.
Change the path names as appropriate for Unix/Linux. Place the dump file 'pocapub.dmp' from
‘C:\POCA_DB_Install’ to the dump_dir directory.

2. Goto SQL Plus and run the following commands: (Depending on the Operating Systems like Windows,
Unix or Linux interface screen will change)

SQL>SYS / as sysdba

SQL>CREATE OR REPLACE DIRECTORY DUMP_DIR AS 'C:\DUMP_DIR';
SQL>GRANT READ, WRITE ON DIRECTORY DUMP_DIR TO POCA;

3. Goto C:\POCA _DB_lInstall folder and execute by double-clicking the batch file ‘import_poca.bat’. or
for Unix ‘import_poca.sh’.
OR
Execute the data pump import command as follows.
Run from the command prompt.

impdp poca/poca_user@poca DIRECTORY=dump_dir dumpfile='pocapub.dmp’
logfile='imp_poca.log' schemas=POCA

2.2 Data Load Setup

1. The POCA database includes two data sources, , DrugsatFDA and RxNorm, which will upload upon
installation. To upload monthly data refreshes for these data sources, follow the instructions 11
through 15 below.

2. Create a folder C:\poca_data_import in the server where Oracle database installed. Please change the
path as appropriate to Unix/Linux.

3. Follow the steps below to create EXT_TABLES directory in the database

Go to SQL*Plus connecting as SYS user and run the following:
SYS@poca / as sysdba

SQL>CREATE OR REPLACE DIRECTORY EXT_TABLES AS 'C:\POCA_DATA_IMPORT';
SQL>GRANT READ, WRITE ON DIRECTORY EXT_TABLES TO POCA;
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SQL>EXEC DBMS_JAVA.grant_permission( 'POCA', 'SYS:java.io.FilePermission’,
'c:\poca_data_import\*', 'read, write, execute, delete');

a) Copy the file ‘drugsatfda20140924 New.txt’ from the C:\ POCA_DB_Install \POCA_Datasources
directory to the C:\poca_data_import directory.

b) Copy the file ‘rknorm_20140902_New.txt’ from the C:\ POCA_DB_Install \POCA_Datasources
directory to the C:\poca_data_import directory.

Connect SQL*Plus as the POCA user and run the following SQL update command. This is necessary for
you to provide the value of the full directory path of the ‘POCA_DATA_IMPORT’. As an example
'C:\POCA_DATA_IMPORT' for windows and '/POCA_DATA_IMPORT' for UNIX OS.

SQL>UPDATE POCA.USER_SETTING SET U_SETTING_VALUE = 'C:\POCA_DATA_IMPORT'
WHERE I_SETTING_ID = 4084 AND UI_USER_UID ="'01";
COMMIT;

For future drugs data, FDA will provide formatted data files in the internet site. You can download
data files from there and copy those into ‘poca_data_import’ directory and The format of the data file
names would be as ‘rknorm_YYYYMMDD _New.txt’ for RxNorm data file and
‘drugsatfdaYYYYMMDD_New.txt for DrugsatFDA data file (Example for YYYYMMDD is 20141125 for
Nov 25, 2014 is the down load date). After that you can load data through POCA application. Details
of data load procedures are described in Help manual.

2.3 Email Settings

1.

In order to implement the email functionalities of the POCA application to work, some email settings
in the database need to be changed. It is necessary to edit and run three scripts and run one update
command as follows. THIS IS REQUIRED IF YOU HAVE ANY SMTP EMAIL SERVER. If not just skip this
step.

a. Inthe C:\POCA_DB_|Install directory, open the file demo_mail_pkg.sql in
Notepad. At the top of the file you will find a section labelled “Customizable
Section” as shown below. Change the smtp_host, smtp_port (if necessary), and
smtp_domain to the correct values as applicable to your company’s email. Save
the file.

Customizable Section

-- Customize the SMTP host, port and your domain name below.
/*smtp_host VARCHAR2(256) := 'smtp.fda.gov'; --(or 10.15.7.11)
smtp_port PLS_INTEGER :=25;

smtp_domain VARCHAR2(256) := 'fda.gov';*/

smtp_host VARCHAR2(256) := 'yoursmtpserver.yourdomain';
smtp_port PLS_INTEGER := 25;

smtp_domain VARCHAR2(256) := 'your.domain';
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-- Customize the signature that will appear in the email's MIME header.
-- Useful for versioning.
MAILER_ID CONSTANT VARCHAR2(256) := 'Mailer by Oracle UTL_SMTP';

F

| DEMO_MAIL pkg.txt - Notepad =N =R ==
File Edit Format VWiew Help
CREATE OR REPLACE PACKAGE POCA.demo_mail IS -

m

——————————————————————— Customizable section ----——--——==——————————-

-- Customize the sMTP host, port and ¥our domain name below.

/#smtp_host  WARCHAR2(256) := 'smtp.fda.gov’; --(or 10.15.7.11)
SMtp_port  PLS_INTEGER = 25;

smtp_domain VARCHARZ(256) := 'fda.gov';*/

smtp_host  VARCHARZ2(256) := 'yoursmtpserver.yourdomain';
smtp_port PLS_INTEGER = 25;

smtp_domain VARCHARZ2(256) ‘your. domain’;

-- Customize the signature that will appear in the email’s MIME header.
-- Useful for versioning.
MAILER_ID  CONSTANT VARCHARZ(256) := 'Mailer by oracle UTL_SMTP';

————————————————————— End Customizable Section ------——---———--—————-

-- A unique string that demarcates boundaries of parts in a multi-part email
-- The string should not appear inside the body of any part of the email.

-- Customize this if needed or generate this randomly dynamically.

BOUNDARY CONSTANT VARCHARZ(256) = "————- 7DB1B7 5CCCO0D2974F7AICEBD " ;

FIRST_BOUNDARY CONSTANT VARCHARZ(256) :
LAST_BOUNDARY  CONSTANT VARCHARZ(256)

'--" || BOUNDARY || utl_tcp.cCRLF;
"-=" || BoOUNDARY || "--" |1
utl_tcp.CRLF;

-— A MIME type that denotes multi-part email (MIME) messages.

MULTIPART_MIME_TYPE CONSTANT WARCHAR2(236) := 'multipart/mixed; boundary=""||
BOUNDARY || '"';
MAX_BASEGA_| INE_WIDTH CONSTANT PLS_INTEGER =78 /4 % 3;
-- A simple email API for sending email in plain text in a single call. i

Figure 2: DEMO_MAIL Package
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b. Inthe C:\POCA_DB_Install directory you will find DATA_ACCESS_LOAD.sql, open the file
in a Notepad. Find the section labeled “/* SEND EMAIL */.” Enter your desired email
address in the single quotes where it says youremail@domain. Save the file.

mj DATA_ACCESS_LOAD sql - Notepad
File Edit Format View Help

(10) | |CHR(13);

email_message := email_message || 'Datasource nName: "|| record_source_name ||chr(10)[|lchr(13);

email_message := email_message || 'Username: '|| username_in [|chr(10)]||chr(13);

email_message := email_message || 'Load started: "|| to_char(start_time, "MM/DD/YYYY HH:MI:55 aM') ||chr(10)||chr(13);
email_message := email_message || 'Load Ended: '|| to_char(end_time, 'MM/DD/YYYY HH:MI:55 AM™) ||chr(10)]|chr(13);
email_message := email_message || 'Load Time: '|| to_char(((end_time-start_time)*24%60%60), 'FM99999939") ||' seconds’;

--initialize email message variables
Tocal_subject :=
"POCA Data Access Log Report

|| to_char(sysdate(), 'MM/DD/YYYY');

--retrieve the email for_Toad results messages

Tocal_from := 'youremail@domain’;
FOR rec IN (SELECT U_SETTING_WALUE
FROM USER_SETTING US
JOIN UI_SETTING 5
ON US.I_SETTING_ID = 5.I_SETTING_ID
WHERE 5. U_SETTING_NAME = 'DATA_LOAD EMAIL'
AND (US.UI_USER_UID = Tocal_user_id
OR US.F_GLOBAL = 1)
)
LOOP|

IF Tocal_to IS NULL THEN
local_to := rec.U_SETTING_VALLUE;
ELSE
local_to := local_to || ";" || rec.U_SETTING_VALUE;
END IF;
END LOOP

;
IF local_to IS NULL THEN

Tocal_to := 'youremail@domain';
END IF

DEMS_OUTPUT. PUT_LINE( 'From: " ||local_from);
DEMS_OUTPUT. PUT_LINE( 'To: ° ||local_to);
DEMS_OUTPUT. PUT_LINE( Subject: ' ||Tocal_subject);
DEMS_OUTPUT. PUT_LINE( 'message: " ||email_message);

INSERT INTO EMAIL_LOG (MSG_FROM, MSG_TO, MSG_SUBIECT, MSG_BODY)
VALUES (Tocal_from, Tocal_to, local_subject, email_message);

--set up the connection
Tocal_connection :=

demo_mail.begin_mail(sender => local_from,
recipients == local_to,
subject => local_subject,

Figure 3: DATA_ACCESS_LOAD.sql
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C. Find the section of the procedure as above where ‘demo_mail’ is called and uncomment the two lines
as highlighted by removing two dashes (--) at the beginning of the lines.
| DATA_ACCESS_LOAD sql - Notepad = ===

File Edit Format View Help

DEMS_OUTPUT. PUT_LINE( 'Subject: | |Tocal_subject); -
DEMS_OUTPUT. PUT_LINE( 'message: " ||email_message);

INSERT INTO EMAIL_LOG (MSG_FROM, MSG_TGa MSG_SUB?ECT, MSG_BODY)
VALUES (local_from, local_to, Tocal_subject, email_message);

--5et up the connection
local_connection :=

demo_mail. begin_mail{sender == local_from,
recipients == local_to,
subject => local_subject,
mime_type => ‘'multipart/mixed’);
--send mail
——demo_mail.write_text{conn => local_connection,

- message => CHR(10) | |CHR(13) || "Auto-generated Data Access Log
Report. | |CHR{10) | |CHR{13));

Jeres pemove the comment below for Tier -2 Option 1###sws/
——demo_mail.write_text(conn => local_connection, message => email_message);
——demo_mail.end_mail{conn => local_connection);

EXCEPTION
WHEN invalid_id
THEN

SELECT GET_ERRGR_ID(Er"rj_typE,Er‘r‘_par"ameter), GET_ERROR(err_type,err_parameter)
INTO err_id, err_description FROM dual;
RAISE_APPLICATION_ERROR (err_id, err_description);

m

RETURN

Figure 4: DATA_ACCESS_LOAD.sql
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Il directory, open the file DATA_ACCESS_REFRESH.sql

in a Notepad. Find the section labeled “/* SEND EMAIL */.” Enter your desired email
address in the single quotes where it says youremail@domain. Already highlighted in

yellow and save the file.

ﬂ DATA_ACCESS_REFRESH.sql - Notepad
File Edit Format View Help

* | 0G THE LOAD DATA ACTION */
data_access_audit(username_in,item_id{'LoAD"

* SEND EMAIL */
--compose the ema11 messal

email_message CHR(10)|?CHR(13)|| 'Auto-gener

email_message = email _message || 'The data i
email_message := email_message || 'of the '||t
10) | IcHR(13);
email_message := email_message || 'Datasource
email_message := email_message || 'Username:
email_message := email_message || 'Load starte
email_message := email_message || 'Load Ended:
email_message := email_message || 'Load Time:

——initialize email message variables
Tocal_subject
'POCA Data Access Log Report '

—--retrieve the email for load results messages
local_from "youremail@domain';

FOR rec IN (SELECT U_SETTING_VALUE

FROM USER_SETTING US
JOIN UI_SETTING 5
ON US.I_SETTING_ID = 5.
WHERE 5. U_SETTING_NAME =
AND (Us. UI_USER_UID = local
()JR US.F_GLOBAL = 1)
LOOP
IF local_to IS NULL THEN
local_to := rec.U_SETTING_VALUE;
ELSE
local_to := Tocal_to || ';" || rec.U_SETTING
END IF;

END LOOP

;
IF Tocal_to IS NULL THEN

local_to "youremail@domain';
END IF

INSERT INTO EMAIL_LOG (MSG_FROM, MSG_TO, MSG_S
VALUES (Tlocal_from, Tocal_to, local_subject, e

--set up the connection
Tocal_connection
demo_mail.begin_mail(sender
reE'i_p'ients => 1oca]_to,_

=> Jocal

|| to_char(sysdate(),

, 'Data_Access_Action'),record_source_id_in,filename_in,file_date_in);

ated pata Refresh Log Report. IICHR(lO)IICHR(B)

le "||filename_in| |’ contains ||to char (new_ record _count)||" rows. °||CH

o_char (new_record_count)||" rows, '||to_char(true_record_count)||’ distin

Name: '|| record_source_name ||chr(10)||chr(13);

|| username_in ||chr(10)]|chr(13);

d: || to_char(start_time, 'MM/DD/YYYY HH:MI:55 AM") ||chr(10)||chr(13),
"1l to_char(end_time, 'MM/DD/YYYY HH:MI:S55 AM') ||chr(10)|h:h 3);

|1 to_char(((end_time-start_time)*24%*60%60), 'FM99399999")

MM/ DD/YYYY' );

I_SETTING_ID

"DATA_LOAD_EMAIL'
_user_id

_VALUE;

UBJECT, MSG_BODY)
mail_message);

_from,

seconds’ H

Figure 5: DATA_ACCESS_REFRESH.sq|

as highlighted by removing two dashes (--)..

Find the section of the procedure as above where ‘demo_mail’ is called and uncomment the two lines
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| DATA_ACCESS_REFRESH.sql - Notepad = EoR=
File Edit Format View Help
IF local_to IS NULL THEN -~
local_to := ‘youremail@domain’;

END IF

INSERT INTO EMAIL_LOG (MSG_FROM, MSG_TO, MSG_SUBJIECT, MSG_BODY)
VALUES (local_from, local_to, local_subject, email_message);

--set up the connection
local_connection :=

demo_mail. begin_mail{sender => local_from,
recipients => local_to,
subject => local_subject,
mime_type => ‘multipart/mixed’);
--send mail
—-—demo_mail.write_text{conn => local_connection,

- message => CHR(10)||CHR(13) || Auto-generated Data Access Log
Report. ' | |CHR(10) | |CHR({13));
J##%% pemove the comment below for Tier -2 option 1#®#####/
——demo_mail.write_text(conn => local_connection, message => email_message);
—-—demo_mail.end_mail(conn == local_connection);

m

/% DELETE THE LOAD TABLE */
FOR rec IN ( SELECT object_name
FROM  USER_OBIECTS
WHERE object_type = 'TABLE'
AND object_name =
record_source_table )
LOOP

Figure 6: DATA_ACCESS_REFRESH.sql

f.  Now run all the three script files in SQL*Plus. Open SQL*Plus and login as the user
“poca” with the password “poca_user” and run the three script files as shown below.

SQL> @C:\POCA DB _Install\demo_mail_pkg.sql

Package created.

Package body created.

SQL> @C:\POCA_DB_Install\data_access_load_proc.sq|
Procedure created.

SQL> @C:\POCA_DB_Install\data_access_refresh_proc.sql

Procedure created.

1. Also, login in SQL*Plus as the user “poca” and run the following SQL commands
substituting your email address in the line “set u_setting_value =
‘youremail@company.domain’. Use a valid email address to replace
‘vouremail@company.domain’ .

SQL> UPDATE user_setting
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SET u_setting_value = 'youremail@company.domain'
WHERE i_setting_id in (4060,4061,4083);

SQL> commit;

2. Contact the database administrator to get the ACL (Access Control List) for smtp setup. Add the ACL
privilege to POCA account. This should be done by the DBA. Assumption is that the ACL name is
‘smtp_acl.xml’.

begin
DBMS_NETWORK_ACL_ADMIN.ADD_PRIVILEGE
('smtp_acl.xml','POCA', TRUE, ' resolve');
commit;
end;
/
begin
DBMS_NETWORK_ACL_ADMIN.ADD_PRIVILEGE
('smtp_acl.xml',POCA,TRUE, 'connect');
commit;
end;

/

3. Install the Oracle Client software on the server intended to host the application. Use the Oracle Net
Configuration Assistant to set up the tnsnames.ora file with an entry (as for example ‘poca’) for the
previously established database (in step #1) and host information of the database server. For more
clarifications about configuring TNS file please check deployment option #2 step #15 below and you
can manually modify the TNS file as per the configuration need.

If Oracle Client is not installed you need to install ODP .NET software at a minimum. Oracle 11g client
comes with ODP.NET as default.
There are two ways to install the ODP .NET software:
a. (Recommended) During installation select the installation type “Administrator”. This ensures
that the “Oracle Data Provider for .NET” is installed, (or)
b. Select the “Custom” type. If this option is chosen, “Oracle Data Provider for .NET” must be
manually selected to be included in the installation.

4. Next, create the POCA application. Refer to the section 4 later in this guide for “Installing the
Application”.
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3. Deployment Option #2 - Deploying the database and application
on one server or PC

Here are the steps that create the database and install the application. The steps are provided for the benefit
of those who are not familiar with installing Oracle software. You can go to Oracle site for detailed information
and more clarifications.

To create the POCA database successfully, you need:

1. One of the Windows servers/PCs with Windows 2003, Windows 7 or 8 installed, with at least 2 GB
available for the POCA database, and the following Oracle Products are already installed:
Oracle Database 11.2.0.4

2. POCA Public release install package (downloadable form FDA web site).

The Oracle database software on the computer should be installed by a user with Administrator rights. To
check user rights, go to Control Panel and click on User Accounts.

The User Accounts dialog will appear. Locate your name in the User Name column of the Users for this
Computer field. Once found, check your access rights in the Group column. It should be set to Administrators.

3.1 Creating POCA Directories

To create POCA directories you need to:

1. Download the zip file and extract in your local drive. Copy the folder POCA_DB_Install from the
extracted file to the C: drive.

2. Create ‘poca_data_import’ folder in your local drive as C:\poca_data_import.
Copy the file ‘drugsatfda20140924 New.txt’” from the C:\ POCA_DB_Install \POCA_Datasources
directory to the C:\poca_data_import directory.
Copy the file ‘rxnorm_20140902_New.txt’ from the C:\ POCA_DB_Install \POCA_Datasources
directory to the C:\poca_data_import directory.

3. Create afolder ‘Dump_dir’ under C drive. Place the database dump file ‘POCAPUB.dmp’ from the
C:\POCA_DB_install to C:\Dump_dir directory.

If installing to a drive other than C:, substitute the appropriate drive letter in all of the path names
mentioned in the instructions and in the scripts provided. However, to make it simple, it is
advisable to install the software to C: drive.

3.2 Creating POCA database on a Windows PC or Server

We assume, Oracle Database 11g software are already downloaded and available in the Local machine for
Windows and the instructions are prepared accordingly to install the Oracle Database.

1. Unzip all the Download files of Oracle 11g R2 Standard or Enterprise Edition in a folder under your

local drive (e.g. C drive).
2. Run the setup.exe from the extracted folder to install Oracle software and database.
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g COracle Universal Installer = =] =2
Starting Oracle Universal Installew. .. -

Checking monitor: must bhe configured to display at least 256 colors Higher than
256 . Actual 4294967296 Passed

Preparing to launch Oracle Universal Installer from GislUsers~0SE-Test~AppData-L
ocal“Temp~Oralnstall2@i4-—-6892—-25_ 141-35%—4?2AM. Please wait ...

Figure 7: Oracle Universal Installer

3. After completing the initial setup it will open the following window. Enter your email address, if you
want, but it is not necessary. If you do not have any oracle support account, it is recommended not to
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check “l wish to receive security updates ....” and Click “Next” to continue.
é} Oracle Database 11g Release 2 Installer - Installing database - Step 1 of 11 o || = | 2|

Cconfigure Security Updates

g Configure Security Updates

T
)T\ Dowvnlosd Softwware Updates

.
-

,
o~

.
-

l
l
l
l
o
l
l
l

OR’ACI_E 11 g

DATABASE

Provide your email address to be informed of security izsues, install the product
and inttiste configuration manager . Yiew details .

Emil:

Eazier for you if you use your My Oracle Support email addressiusername.

|:| | wizh to receive security updates vis My Oracle Support.

| Mext =

Cancel

Figure 8: Installing database-Step 1

4. A pop-up window will appear if you do not provide your email address and click yes.
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& Oracle Database 11g Release 2 Installer - Installing database - Step 1 of 11 o |= | =]

Configure Security Updates QF'?ACLE 11g
DATABASE

Provide your emsil address to be informed of security issues, install the product

vl Configure Security Updates and inftiste configuration manager. Wiewy details.

Download Zoftware Updstes il:
M Dowvnload Software Updstes Epail

Easier for you if you use your My Oracle Support email addressiisername.

|:| | wyish to receive security updates via My Cracle Support.

My Oracle Support Username/Email Address Mot Specified @

o ou have not provided an email address.

Do you wwish to remain uninformed of critical security issues in your configurstion’?

Lyes || mo J

Help | et = Cancel

Figure 9: Installing database-Step 1

5. Select the option ‘Skip software updates’ if you don’t have any Oracle Support credentials. Click Next
to continue.
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&y Oracle Database 11g Release 2 Installer - Installing database - Step 2 of 11 E'@
Downlead Software Updates ORACLE’ 11g
D ATABASE

T Serunt s Dowynload software updstes for this installstion. Software updstes consist of recommended updates to the
Lonfigure security UPGates
installer system reguirement checks, PatchSet Updates (PSUs), and other recommended patches.
U Download Software Updates

bl Software Lndates Select one of the following options:
o el Soitvese pgEEs

() Use My Oracle Support credentials for downlosd

My Cracle Support user name: | |

My Cracle Support password: | |

Proxy Seftings... || Test Connection |

'3::1' Usze pre-downloaded software updates

() Skip software updates

Help | = Back ” et = Cancel

Figure 10: Installing database-Step 2
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6. Check the option ‘Create and configure a database. Click Next.

s Oracle Database 11g Release 2 Installer - Installing database - Step 3 of 10 E@
Select Installation Optien ORACLE 11£r
DATABASE

Select any of the following install options:.

|
o Dowyvnlosd Software Updates Mote: If you want to upgrade an existing Oracle Databaze 119 Relesse 2 instance select "Upgrade an existing
databaze" option.

el Installation Option
o Grid Installation Options -,:.- Create and configure a databaze

'.: ! Install databasze softvware only

-.: ! Upgrade an existing database

Help | = Back || Mewt = Cancel

Figure 11: Installing database-Step 3

7. Select ‘Desktop Class’ option and click Next
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é@ Oracle Database 11g Release 2 Installer - Installing database - Step 4 of 9 EI@
System Class ORACLE 1 1§
DATABASE
(5) Desktop Class
Choose this option if you are installing on a laptop or deskiop class system. This option includes a starter
databaze and alloves minimal configuration.
Installation Cption B
) Server Class
e System Class
_ i Choose this option if you are installing on & server class system, which Oracle defines as a system used ina
e, Typical Instaliation production data certer. This option alloves for more advanced configuration options .
Help | = Back ” Mext = Cancel

Figure 12: Installing database-Step 4
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8. Step 5 of the installation is important because it determines the Oracle Home location, database, and
database admin password. Whatever location comes by default, will be created automatically during
installation. No need to create the folders manually. Type Global database name as ‘POCA’. Create an
Administrative password and confirm the same password. Please note down the password because it
is required to complete all the additional steps later. Click Next to continue.

NOTE: Please take a screen-print as this information will be needed in section 3.2 Create the POCA database
user and Roles.

;gw Oracle Database 11g Release 2 Installer - Installing database - Step 5 of 9 E\@
Typical Install Configuration ORACLE 11g
D ATABASE
Perform full Databaze installation with basic configuration.
Software [ocation: | applOSE-Testiproductil 1.2.0\dbhame_t |~| | Ergwse |
System Class -
(] Typical Installation Database file location: |C:Lapp'tOSE-Tesﬂuradata | | Browse |
\v Brerecuisie Checks Database gdtion: |Erterprise Edition (3. 8GB) |
Character Set |Defaul GHEBMSWINI 252) |
Global database name; |poc,a_ |
Administrative password, | |
Confirm Passwaord: @ prassassans| |
Help | = Back || Mext = Cancel

Figure 13: Installing database-Step 5
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9. Step 6 will perform prerequisite checks. Once it is finished, it will move to next step.

z ] i L ab panizra

1 £» Oracle Database 11g Release 2 Installer - Installing database - Step 6 of 9

Perform Prerequisite Checks

=N EoR ==

ORACLE
DATABASE

Yerifying that the target environment meets minimum installstion and configuration reguirements for products you
have selected. Thiz can take time. Please wait.

11¢

33%

Checking Environmert variable: "PATH" .

1
e Prerequisite Checks

Help

Cancel

Figure 14: Installing database-Step 6
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10. Click on “Install” to start installing the software.

Summary

[ I g g e e
¥ '

September 2014

rerrerll L

(= Orache Databage 11g Relesse 2 nstaler
= Global settings
Disk gpace: recured 38 GB avadabie 252 5 GB

Sodrcn incation: CYORACLE SOF TWARE FDAY 3380677 _11 2040 _M5AN-BE-54 1 oTMidatabaay

Iriziall method Deskion instalation

Dbabase ediion: Enferprise Ediion (Cresle and configure a dalabase)

Cracie baze: Cappi0SE-Test

‘Softwand location CapeOSE.Testprocduct il I Ddbéome_1

CwaMTS Port Mumber: 431 5T
= Inventary information

irrvenbory locabon: CWProgram FlesOrackeinventony

= Databass infofmation

Configurabien Ganeral Purposs | Tranzacten Proceszing

Clobnl dataiase name: POCA
Corache sysiem dentiter (S0 POCA,
Alocated memory. 1615 ME

i

A

[a]

1 Sk

Sarvn Foasponas e

[

Cea] | o] Cooen )

Figure 15: Installing database-Step 7
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11. Step 8 will create the database, configure the database.
] = L =l A0 pgwnlarg
<5 Oracle Database 11g Release 2 Installer - Installing database - Step 8 of @ =n R =
ORACLE"

Install Product

11¢

r DATABJ\.SE

Progress
/'|'\ 8% |
/I\
/I\
/I\ Status
l s Oracle Database installation In Progress
I o« Prepare Succeeded
« Copy files Pending
! Install Product
T nstall Frodu « Setup files Pending
- Oracle Database configuration Pending
| Details |
L S [ f- w
o N - Consolidate
AC @ B g e
ORACLE 113 — 5. - . -’ Compress
" DATABASE - L= ‘:H - EI . control
i «Mb
m é’
Help Cancel

Figure 16: Installing database-Step 8
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Install Product L ( \ ORACLE 11g
DATABASE

[

/l\

/l\ Starting 'Oracle Database Configuration Assistart'

2

/l\ Statu

[ + Oracle Database installation Succeeded
"  » Prepare Succesded
W« Copy files Succeeded
W« Setup files Succeeded
v Oracle Database configuration In Progress
"  » Oracle Net Configuration Assistart Succeeded
4w Oracle Database Configurstion Assistant In Progress

'T' Install Product

%113 : i ) . ._ E Maximize Parformance,

DATABASE . Availability, and
Manageability _ . ' e GmtEm . e, | Productivity

Cancel

Figure 17: Installing database-Step 8.2

Change Assurance - O CE el rEEiiEs

Creating and starting Oracle instance

Reducing the risk Completing Database Creation
and disruption of
change

Database Replay
Clane database creation in progress

SQL Performance I 2%
Analyzer

Log files for the current operation are located at:
Erapplhitzpericfgtoollogsidheatpocapub

Figure 18: Installing database-Step 8.3
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If you see the pop-up window like above. Click on ‘Allow access’. It will take a while to finish step8.

[R— —r ot — av Ponlarg

1 2 Oracle Database 11g Release 2 Installer - Installing database - Step 8 of 9 [ro |- 3]
Install Preduct ORACLE" 11g
D ATABASE
) | e
] i Windows Security Alert @ :I
/l\
ST - . r .
[ @ Windows Firewall has blocked some features of this program
/I\
/]\ Windows Firewall has blocked some features of Java(TM) 2 Platform Standard Edition binary on
all public and private networks.
l Name: Java(TM) 2 Platform Standard Edition binar succesded
@ ame: ¥ Succeeded
Publisher: Sun Microsystems, Inc.,
&) Install Product YEIEmS, succeeded
I Path: C:\users\ose-testiappdataocal\temp\orainstall 20 14-05- Succeeded
% 27_10-46-13amjdk\jre'bin\javaw.exe In Progress
Allow Java(T™M) 2 Platform Standard Edition binary to communicate on these networks: In Prqgress
Private networks, such as my home or work network Fending
[] Public netwarks, such as those in airports and coffee shops (not recommended
because these networks often have litte or no security)
What are the risks of allowing a program through a firewall?
3
[ Allow access ] [ Cancel ]
= E e T dm & N Intagrating Spatial,
DATABASE 11 0%, q M ? gt fo a=e
- b — = .
Information T = ‘:;; x L E :’ ©* and SecureFiles
. i T . WD e
Management & I 2 L g & -
T & Cracle Detaboze 11n el ease T Trstaller - Tnstoling detabase - Sten® of O T T TEETT

Figure 19: Installing database-Step 8.3
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12. This is the summary of the database (e.g. poca) installed. Click OK.

(', Database Configuration Assistant ]

Database creation complete. For details check the logfiles at;
ChlapmOSE-Testicigtoollogsidbeaipoca

Database Information:
Global Database MName: poca
Systern ldentifier(S10): pocE|
Server Parameter File name: ClapplOSE-Testproduch11.2 Ddbhome_1databasewsphlepocapub.ora

|The Database Confrol URL is hitps:focalhost11585em

Management Repository has been placed in secure mode wherein Enterprize Manager data will be
encrypted. The encryplion key has been placed in the file; CrappiQOSE-Testproduct 1.2.0
fdbhome_1/localhost_pocapublsysmaniconfigfemkey.ora, Ensure this file is backed up as the
encrypted data will become unusable if this file is lost

Mote: All database accounts except 3YS, SYSTEM and DESMNMP are locked. Select the Password
Management bulton to view a complete list of locked accounts or to manage the database accounts
(except DESMMP). From the Password Management window, unlock only the accounts you will use.
Oracle Corporation strongly recommends changing the default passwords immediately after unlocking
the account,

FPaszword Management... JI

_DHI

Figure 20: Installing database-Step 8.4
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13. This is the final step explains the database installation is successful
computer after successfully installation of Oracle database.

11 A A=~

. Itis recommended to restart the

-

W= [F— sl | 1 (et | T
& Oracle Database 11g Release 2 Installer - Installing database - Step 9 of @ E\@
. ORACLE' 11 g
D ATABASE
The installstion of Oracle Detabase was successful.
Mate:
Enterprize Manager Database Contral URL - (pocapul) ©
hittpz: Mocalhost: 1158/m
“our databazse configuration files have been installed in ChappOSE-Test while ather compaonents selected for
installation have been installed in ClapplDSE-Testproductt!1 2 Dwbhome_1. Be cautious not to accidentaly
delete these configuration files.
I
e/ Finish
Help

Cloze

. I
Figure 21: Installing database-Step 9
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14. Create a tnsnames.ora entry for the database. (This step is optional. if you want a new TNS entry
then procedd otherwise skip this step #14 and proceed to next section)
a. Run the Oracle Net Configuration Assistant if you are not already on the Welcome Screen from
the previous step. Select: ( start, Oracle- OraDb11g_home1l, Configuration and Migration
tools, and then select Net Configuration Assistance)

1 Eek

P

|3 A @‘].d]:‘jo“i

Figure 22: Open Net Configuration Assistant in Windows 7

In case of Windows 8 The screen will look like as below

= B o
1 o«
i =
i 4 n |
4 .
i | v =

&

B

Figure 23: : Open Net Configuration Assistant in Windows 8
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b. User Account Control screen appears. Select yes to allow access to make changes to this

computer: On the “Welcome” screen, choose “Local Net Service Name configuration” and
click “Next.”

Oracle Net Configuration Assistant: Welcome

Welcame to the Oracle Met Canfiguration Assistant.
This toal will take you thraugh the common
configuration steps, listed below.

Chooge the configuration you would like to do;
T Listener configuration

" Waming Methods configuration

® | geal Met Service Mame canfiquration

" Directory Usage Configuration

Cancel ) Helg ) < Back I Mext 2 )

Figure 24: Welcome Screen

c. Onthe “Net Service Name Configuration” screen, choose “Add” and click “Next.”

Oracle Net Configuration Assistant: Net Service Name Configuration

To access an Oracle database, or other service, across the network
wou use a net service name. The Cracle Met Configuration Assistant
allows you to work with net service names resolved using local
naming.

Selectwhat you want to do:
® prfg
T Recanfigure
 Delete
T Rename

 Tast

Cancel ) Helg ) & Back ] Mext 3 )

Figure 25: Net Service Name Configuration Screen
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d. Onthe “Net Service Name Configuration, Service Name” screen, type the Service Name

e.

“poca” and click “Next.”

Oracle Net Configuration Assistant: Net Service Name Configuration, Service Name

Each Oracle database or service has a service name. An Qracle
datahase's service name is normally its global database name.
Enter the service narme of the database or other service you want to
access.

Senice Mame: |pnca|

X

cancel )

Help

J

& Back] et »)

Figure 26: Net Service Name Configuration Screen - Service Name

On the “Net Service Name Configuration, Select Protocols” screen, leave “TCP” selected and

click “Next.”

Oracle Net Configuration Assis : Met Service Name Configuration, Select Protocols

To communicate with the database across a network, a network
protocol is used. Selectthe protocol used for the database you
wantfo access.

X

Cancel )

Help

)

Figure 27: Net Service Name Configuration Screen - Select Protocols
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f.  Onthe “Net Service Name Configuration, TCP/IP Protocol” screen, type “localhost” and leave
the standard port selected. Click “Next.”

Oracle Net Configuration Assist Net Service Name Configuration, TCPZIP Protocol E'

To communicate with the database using the TCPIIP protocol, the
database computer's host name is required. Enter the host name
for the computer where the database is located.

Host name: localhost

ATCRIP port number is also required. In most cases the standard
port numhber should be used

® |se the standard port number of 1521

T Lse another port number: [1 521

Cancel ) Help ) & Barck

Figure 28: Net Service Name Configuration Screen - Select TCP/IP

g. Onthe “Net Service Name Configuration, Test” screen, do not perform a test. Click “Next.”

Oracle Net Configuration Assistant: Net Service Name Configuration, Test

ou can verify that an Oracle database can he reached, using
the infarmation provided, by performing a connection test.

Would yau like to test that a connection can he made to the
databaze?

® Mo, do not test

T “es, perfarm a test

Figure 29: Net Service Name Configuration Screen - Test
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h. Onthe “Net Service Name Configuration, Net Service Name” screen, ensure the Net Service
Name “poca” is already filled in, then click “Next.”

Oracle Net Configuration Assistant: Net Service Name Configuration, Net Service Name |z|

Enter a name for this net service name.

The Oracle Net Configuration Assistant has
defaulted the net service name to be the same as
the senvice name you entered earlier.

Met Service Mame: |

Cancel ) Help ) & Barck

Figure 30: Net Service Name Configuration Screen - NSN

On the “Net Service Name Configuration, Another Net Service Name?” screen, answer “no”

and click “Next.”
Oracle Met Configuration Assistant: Met Service Name Configuration, Another Net Ser... |z

Wiould you like to configure another net service name?
& g

T Yesg

Cancel ) Help )

Figure 31: Net Service Name Configuration Screen - NSN
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j. On the “Net Service Name Configuration Done” screen, click “Next.”

Oracle Net Configuration Assistant: Net Service Name Configuration Done

Met =ervice name Configuration Campletel

Cancel ) Halp )

Figure 32: Net Service Name Configuration Screen - Done

k. You will be returned to the “Welcome” screen. Click “Finish.”

Oracle Met Configuration Assistant: Welcome

Welcome to the Oracle Met Configuration Assistant.
This tool will take you through the commaon
configuration steps, listed below.

Choose the configuration you waould like to do:
T Listener canfiguration
" Maming Methods configuration

® Local Met Service Mame configuration

T Directary Usage Configuration

Cancel ) Help ) < Back Mext ») Einish

Figure 33: Welcome
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3.3 Create the POCA database user and Roles

1. The script file, named 'create_ POCA.sql’, is available in the directory ‘POCA_DB_Install’. Data file path
(yellow highlighted below) in this script may differ. So it is required to customize the script. To customize
the create_POCA.sql script:

a. Open the script in Notepad.

b. The section ‘C:\app\OSE-Test\oradata\poca\’ (in line#13) needs to be modified based on
information provided in ' Figure 13: Installing database-Step 5'. Refer two field value Database file
location and Global database name. Select the section 'C:\app\OSE-Test\oradata\poca\' in
create_POCA.sql file and replace with 'Database file location\Global database name' mentioned in
‘Figure 13: Installing database-Step 5'.

In this case, Database file location : C:\app\OSE-Test\oradata and Global database name:
poca. That is why the datafile path is mentioned in the create_POCA.sql file is C:\app\OSE-
Test\oradata\poca followed by poca_data.dbf.

DO NOT REMOVE ‘poca_data.dbf’, this data file will be created in this step.

c. Inthis script the user ‘poca’ will be created. The default password is poca_user. If the default
password are being used then proceed to the next step. The password can be changed, if
required.

d. Save your changes and close the script.

| create_poca.sql - Notepad EI@
File Edit Format View Help
spool c:poca_db_installcr_POCA. Tog -~

REM  f o e e e e B W R T R Y R R R R R R AR AR R R R AR R R AR

REM A1l references to directories will need to be changed
REM to match the directory structure of the server

REM

REM *#*% RUN THIS SCRIPT AS S5YS USER ¥%%

REM

RREM e o o o e o R R R R N R R R R R

REM Create POCA tablespaces
drop tablespace FDA;
create tablespace FDA

datafile 'C:\app\OSE-Test‘oradata'pocahpoca_data.dbf’' size 1000M AUTOEXTEND ON MAXSIZE
2000M;
DROP USER POCA CASCADE;
create user poca identified by poca_user;
grant create session to poca;
grant dba to poca;
REM * #*
REM * set default tablespace and
REM * temporary tablespace for user poca.
alter user poca

default tablespace FDA

temporar¥ tablespace temp

quota unlimited on FDA
grant execute on sys.dbms_session to poca;
grant execute on sys.dbms_sql to poca;
grant execute on sys.dbms_output to poca;
grant execute on sys.dbms_job to poca;
grant select on sys.dba_users to poca;
grant select on sys.dba_jobs to poca;
grant select on sys.dba_views to poca;

m

o o

REM
REM Create pocaadmin role and grant permissions to this role
REM

Figure 34: create_POCA.sql
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2. To execute the create_ POCA.sql script you need to connect to the database using SQL*Plus. SQL*Plus is a
command-line Oracle tool for connecting to Oracle database:

e. Open SQL* Plus as Select: Start -> All Programs -> Oracle- OraDb11g_homel -> Application
Development -> and then select SQL PLUS.

f.  The screen below describes how to open SQL*Plus in Windows 7

£] Windows Update
o XS Viewer

Acceones

Dell

Gares

Geagle Chrome
Intel PROSet Wieeless
lea

Msintenasce
Microsaft Savedight 3 SOK

4 Database Cortral - pocapub
Application Develcpment
[ Ovacke ODBC Help
2] Cracte Provider for OLE O Read
* | SOL Pl
Configuiation and Migraticn Toak, =

Games.

Cracle - Oralikl1g homel Compter

Coetral fanel
Devices and Printess
Default Programs:

1 Bk Hielp and Suppart

o

|

|3 PG

Y= r i

Figure 35: O

pen SQL*PIus in Windows 7

In case of Windows 8 you need to start from the screen below: Click on SQL Plus.

g. The SQL*Plus window will apear as below.

Apps

OpenOffice
OpenOffice Base
OpenOffice Calc
OpenOffice Draw
OpenOffice Impress
OpenOffice Math

OpenOffice Writer

Administration Assistant for.. NEW

: Database Configuration Assi... NEW E?

Database Control - pocapub

£ Database Upgrade Assistant NEw

Documentation

& Locale Builder NEw

Microsoft ODBC Administra... NEW

Net Configuration Assistant NEW

Net Manager NEW

OMB Plus

Oracle Counters for Windo_.. NEW

Oracle ODBC Help New

Figure 36: Open SQL*Plus in Windows 8

Oracle Provider for OLE DB Rea...

Repository Assistant

Repository Browser

SQL Plus

Start Control Center Service

Stop Control Center Service

Universal Installer

Wallet Manager NEw

About QuickTime

PictureViewer NEW

QuickTime Player NEW

Uninstall QuickTime

Calculator

Character Map

Math Input Panel

Notepad

Paint

Remote Desktop Connection
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h.

51 5QL Plus

SQL*Plus: Release 11.2.8.4.8 Production on Thu Aug 28 12:46:58 2814
Copyright (c> 1982, 2813, Oracle. All rights resevved.

Enter uszer—name:

Figure 37: SQL Plus Editor

In SQL*Plus connect to the poca database with the super user ‘SYS’ as ‘sys@poca as
sysdba’. Press ‘Enter’ key and put the Password you created in Sec 3.2 step #8
earlier. It will go to the SQL command prompt.

m.'| SQL Plus = =] ER

SQL*Plus: Release 11.2.8.4.8 Production on Thu Sep 25 12:22:47 2814
Copyright <c> 1982, 2013. Oracle. All rights reserved.

Enter wuser—name: sysBpoca as sysdha
Enter password:

Connected to:
Oracle Database 11g Enterprise Edition Release 11.2.8_4_.8 - 64bit Production
With the Partitioning. OLAP. Data Mining and Real Application Testing options

SQL>

Figure 38: SQL Plus Editor as connected with sys

In SQL*Plus (while connected to poca database as user sys) in SQL prompt type as
below.

@C:\POCA_DB_Install\ create_POCA.sql
Press ENTER key

Review the cr_POCA.log file created in C:\POCA_DB _Install folder for errors through
NOTEPAD. If you see the ERROR as per screen below, please ignore those errors.
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= LLLcwrirg Lune L) feg s e

cr_POCA - Notepad EI@
File Edit Format View Help i
drop tablespace FDA -

ERROR at Tine 1:
ORA-00959: tablespace 'FDA' does not exist

m

Tablespace created.
DROP USER POCA CASCADE
L4

ERROR at line 1:
ORA-01918: user 'POCA" does not exist

User created.
Grant succeeded.
Grant succeeded.
User altered.

Grant succeeded.

Figure 39: cr_POCA.log

3.4 Import POCA Database

3. Please check if the folder ‘dump_dir’ is created under C as per instruction in Section 3.1.

4. Open SQL*Plus and connect to the database with SYS user.

5 SQL Plus

SQL*Plus: Release 11.2.8.4.8 Production on Thu Aug 28 12:46:58 2814
Copyright ¢c) 1982, 2813, Oracle. All rights reserved.

Enter user—name:

Figure 40: SQL Plus Editor
Type/Enter the followings as exactly appear :

SYS@poca as sysdba
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SQL> CREATE OR REPLACE DIRECTORY DUMP_DIR AS 'C:\Dump_Dir’;
Hit Enter key
SQL>GRANT READ, WRITE ON DIRECTORY DUMP_DIR TO POCA,;

Hit Enter key
SQL> exit

Hit Enter key

5. |If all the default settings were used in the previous step# 1, then proceed to Step 5b to run the command
C:\POCA_DB_Install\ import_poca.bat. If any of the settings were customized (e.g. password is changed),
then the import_poca.bat script will also need to be customized. To customize the
C:\POCA_DB_Install\import_poca.bat script:

a. Do not double-click on the import_poca.bat script! In the Windows
environment, double-clicking on a .bat file will cause Windows to execute the
file. To open, edit the import_poca.bat scriptin Notepad:

i. Right-click on the file name (a pop-up menu is displayed).

ii. Select the Edit option from the pop-up menu (this will open a Notepad session for the
selected file);

iii. Make appropriate changes by providing the user name, password, and the database
name (if other than default settings are used). All default settings are already in the
script, including the default user name poca, password poca_user, and database name
poca. If all default settings are being used then close the file and proceed to the next
step.

iv. Save your changes and close the script.

b. To execute the C:\POCA_DB_Install\ import_poca.bat script, double-click on the
file icon in Windows Explorer.

6. Review the import_poca.log file created by default in the C:\dump_dir directory for errors. Open the file
import_poca.log in NOTEPAD. The sample log file content is below. At the end it should tell as for example
“Job “POCA.SYS_IMPORT_SCHEMA_01"” completed with 1 error(s)...”.

NOTE: Please ignore the error : ORA-31684: object type USER: "POCA" already exists.
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File Edit Format View Help

Copyright (c) 1982, 2011, oracle and/or its affiliates.

Connected to: oracle Database 11g Enterprise Edition Release 11.2.0.4.0 - 64bit Production

Ihﬁort: rRelease 11.2.0.4.0 - Production on Thu Sep 25 23:52:55 2014

ATl rights reserved.

with the Partitioning, OLAP, Data Mining and Real quWication Testing options
ed

Master table "POCA".
Starting "POCA"."SYS_IMPORT_SCHEMA_01":

SYS_IMPORT_SCHEMA_QO1"

logfile="imp_poca. log’

successfully Toaded/unloa

oca/##*R¥ResEpoca DIRECTORY=dump_dir
schemas=POCA

Processing o

Processing ob
. . imported
imported
imported
imported
imported
imported
imported
imported
imported
imported
imported

imported
imported

ORA-31684: 0b]
Processing obj
Processing obj
Processing obj
Processing obj
Processing obj
Processing obj
Processing obj
Processing obj
Processing obj
Processing obj

imported "

dumpfi1e='p0gapub.dmp'

eCt type SCHEMA_EXPORT/USER

ect Type USER:"POCA" already exists

ect Ttype SCHEMA_EXPORT/SYSTEM_GRANT

ect type SCHEMA_EXPORT/ROLE_GRANT

ect type SCHEMA_EXFORT,/DEFAULT_ROLE

eCt type SCHEMA_EXPORT/TABLESPACE_QUOTA

ect type SCHEMA_EXPORT/PASSWORD_HISTORY

ect type SCHEMA_EXPORT/PRE_SCHEMA/PROCACT_SCHEMA

ect type SCHEMA_EXPORT/TYPE/TYPE_SPEC

ect type SCHEMA_EXPORT/DE_LINK

eCt type SCHEMA_EXPORT,/SEQUENCE/SEQUENCE

ect type SCHEMA_EXPORT/TABLE/TABLE

ect type SCHEMA_EXPORT/TABLE/TAELE_DATA

"POCA". "MLOGS_MR_PRODUCT" 170.2 MB 2753929 rows
"POCA”. "MLOGS_MR_PRODUCT_NAME" 159.7 MB 2753949 rows
"POCA". "MR_DYNAMIC_ELEMENT_VALUE_BACK" 112.7 MBE 1097158 rows
"POCA". "MR_PRODUCT_NAME" 9.664 KB 1 rows
"POCA". "MR_PRODUCT" 8.039 KB 1 rows
"POCA". "DATA_ACCESS_INCOMING_57AF6451" 5.214 MB 35788 rows
"POCA". "DD_PICK_LIST_ITEM" 93.10 KB 1162 rows
"POCA". "EMAIL_LOG" 90.64 KB 197 rows
"POCA". "DATA_ACCESS_LOG" §.921 KB 2 rows
"POCA". "DD_DYNAMIC_ELEMENT" 14.00 KB 8 rows
"POCA". "DD_ELEMENT" 31.34 KB 350 rows
POCA". "DD_ORTHOGRAPHIC _LEXICON" 48.26 KB 1011 rows
"POCA DD_TABLE" 10.85 KB 38 rows
"POCA" . "MR_EXT_DATA_SOURCE" 10.94 KB 1 rows

m

Figure 41: imp_poca.log

If the data load directory poca_data_import is created in different drive than C drive then do the
following otherwise skip to next step 8.
Please change the path name of “u_setting_value” . Open SQL*Plus and connect with “poca” user as

poca/poca_user@poca

SQL> UPADTE poca.user_setting set u_setting_value = 'c:\poca_data_import' where
i_setting_id = 4084 and ui_user_uid ='01";
(Then ENTER)

sQL> COMMIT;
(Then ENTER)

In SQL*Plus as the user “poca” run the following SQL commands substituting your email
address in the line “set u_setting_value = ‘youremail@company.domain’. Use a valid email
address to replace ‘youremail@company.domain’ .

SQL> UPDATE user_setting

SET u_setting_value = 'youremail@company.domain'

WHERE i_setting_id in (4060,4061,4083);
(Then ENTER)
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SQL> commit;
(Then ENTER)

3.5 Data Load Setup

9. The POCA database includes two data sources, DrugsatFDA and RxNorm, which will upload upon

10.

11.

12.

13.

installation. To upload monthly data refreshes for these data sources, follow the instructions 10 through
12 below.

Follow the steps below to create EXT_TABLES directory in the database

Go to SQL*Plus command prompt. To connect POCA database as SYS user run the following:

Enter user-name: SYS / as sysdba

Enter Password:

To create EXT_TABLES execute the below commands:

SQL>CREATE OR REPLACE DIRECTORY EXT_TABLES AS 'C:\POCA_DATA_IMPORT'
SQL>GRANT READ, WRITE ON DIRECTORY EXT_TABLES TO POCA;

SQL>EXEC DBMS_JAVA.grant_permission( 'POCA', 'SYS:java.io.FilePermission’,
'c:\poca_data_import\*', 'read, write, execute, delete');

a. Copy the file ‘drugsatfda20140924 New.txt’ from the C:\ POCA_DB_Install \POCA_Datasources
directory to the C:\poca_data_import directory.

b. Copy the file ‘rknorm_20140902_New.txt’ from the C:\ POCA_DB_Install \POCA_Datasources directory
to the C:\poca_data_import directory.

For future drugs data, FDA will provide formatted data files in the internet site. You can download data
files from there and copy those into ‘poca_data_import’ directory and The format of the data file names
would be as ‘rxnorm_YYYYMMDD _New.txt’ for RxNorm data file and ‘drugsatfdaYYYYMMDD_New.txt for
DrugsatFDA data file (Example for YYYYMMDD is 20141125 for Nov 25, 2014 is the down load date). After
that you can load data through POCA application. Details of data load procedures are described in Help
manual.

The POCA database creation is complete. Proceed to the next section, “Installing the Application.”
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4. Installing the Application

Assumptions:

o C:\Inetpub\wwwroot is the default folder for IIS virtual directories

e .Net framework 4.0 is installed
To check which .NET Framework version is installed, run the following from command line .
dir %WINDIR%\Microsoft.Net\Framework\v*

Cosn2dir #WINDIR:“Microsoft.HetsFramework-u=
Uolume in dvive C is FDA
VDolume Serial Humber is 5452-EB15

Directory of C:sWIMDOWS-Hicrosoft.Met~Framework

11:31 PH <DIR> vl _B@_3785
11:28 PH <DIR> vl 1.4322
11:84 PH <DIR> v2.08.5@8727
B2:24 AN <DIR> vl @
B2:57 PH <DIR> vl b
A?:48 AH <DIR> vd.0.30319

B Filed=s> B bytes

6 Dir{s> 161.46%7.416.5%76 hytez free

Figure 42: .NET Framework verify

Create a folder ‘poca’ under C:lnetpub\wwwroot. On the POCA extracted folder, find the folder
“POCA_Published_Files.” Copy the contents of the folder into the x:\Inetpub\wwwroot\poca folder on your
computer, where x is the drive where IIS is installed (usually C:\).

Next steps are different in Windows 2003 and Windows 7/8
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4.1 Installation in Windows 2003

1. Open Internet Information Services Manager (Start->All Programs->Administrative Tools->Internet
Information Services Manager)

Certification Authority
Cluster Adrninistrator

Cormponsnt Services

Computer Management
Configure Your Server \Wizard
Diata Sources (ODEC)
Distributed File System

EVETE VSIS

Local Security Paolicy

Adminisiraror @ Manage Your Server

- MNetwork Load Balancing Manager
—J Manage Your Server 48 My Computer

g ELT
E Command Pre oo, windows Catalog
windows Update

- d ! “»
- windows Expl
g IF] Accessories

[ rocorme
& SQL Plus
w Paint
wwordPad
=,
g et Configurati
=,
@' rst Configur st

Performance

Rernote Deskiops

Routing and Remots Access
Services

Terminal Server Licensing

Terminal Services Configuration

Terminal Services Manager

BEEEEET Bes00nl

Broadcam
Dell Accessories

LR ~ B

sStartup

Internet Explorer

Internst Explorer (G4-bit}
Cutlook Express

Remote Assistance

MPare

oracle - Orabb10g_homel
oracle - OracClient10g_homel
Sracle - ODACHOmES
Symantes Endpeint Protection

Loaoft @Y shur pown

rYvvyvvw

All programs

Mozilla Firefosx

[Fstar (2 &

Figure 43: Start 1IS
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2. In the left pane tree view, click to expand "Web Sites" to show the POCA entry.
3. Right click on the poca entry and click Properties.

t Internet Information Services {1IS) Manager H =l I

£ JRETE

¥4 Fle  Action  Wiew Wndow Help

= |AEXEFEIR 2E(Z] ) =0

f’g Internet Information Services Mame | Path
=5 8 POCACRA (local computer) . o
anplication Pooks There are no items to show in this view,

| Stakus I

—~
o
) wweb Service Explore
Open
Petmissions
Erowse

e 3

Wiew ’
Mew Window From Here

Delete
Rename
Refresh
Export List...

Opens the properties dialog box for the current selection.

Figure 44: 1S Manager

Select the Directory tab and on "Application name:" click Create. The "Application Name" should be set
to poca.

Poca Properties ﬂ

Direckary | Documents I Direckory Security I HTTF Headers I Custamn Errors I ASP MET I
The content For this resource should come from:
{* The designated diractary
{* & share [ocated on another computer
A redirection to a LURL

Local path: \Poca

I Scripk source access v Log wisits

v Read v Index this resource
[ write

[™ Direckory browsing

Application settings

[pplication name: I Default application Create |

Skarting poink: <Default Weh Sitex

Configuration.. . |
Execute permissions: [0 ~ | |
Application pool; |Defau|t,qppp|3|:.| ;I Hrlead |

Ok, I Cancel | Apply | Help |

Figure 45: POCA Properties -1

Page 45 of 63



POCA Public Release Installation Guide September 2014

5. On the Directory tab "Execute permissions" needs to be set to "Scripts Only"

Direckory |D0cuments | Direckary Security | HTTP Headers | Cuskom Errars | A5P.MET |
The content for this resource should come From:
% The designated directary
s shiare |ocated o another computer
" A redirection to a URL

Local path: I \poca

[ Scripk source access ¥ Log wisits

v Read ¥ Index this resource
[ Write

[ Direckory browsing

Application settings

Application name: Rernove |
Starking poink: <web Root=\poca

Caonfiquratian, ., |
Execute perrnissions: IScripts only ;!
Application poal: IDefau|t,ﬁ,ppP|:|g| j lrload |

O I Cancel | Gppl I Help |

Figure 46: POCA Properties -2

6. On the Documents tab the "Default content page" needs to include default.aspx and be first in the list. A

new entry can be added if it does not exist.

poca Properties ﬂ

Direckory  Documents IDirectory Securiby I HTTFR Headers I Custorn Errars I ASP.MNET I

—Iv Enable default content page

L= =] a1 S
Default. asp
inde, hikm Remove I

Move Up Mowe Down |

—1  Enable document Footer

Append an HTML Formatked Footer ko every document vour Web

server refurns,
Browse.., I

ol I Zancel Anply Help

Figure 47: POCA Properties -3
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7.

8.

On the ASP.NET tab make sure that the version is set to 4.0.xxxx. This selection corresponds to the

.Net framework 4.0.

September 2014

]

E Poca Properties ﬂ

o e e

Direckary | Dacuments | Direckory Security I HTTP Headers | Custorn Errors  ASPL.MET I

ASP.MET version:
Wirtual path:
File lacation:
File creation date:

File last maodified:

I JPoca

I c:linetpublwemrootiPocaiweb, config

I 10/10/2013 7:15:16 PM

I 10/16/2013 £:51:28 PM

Edit Configuration, .. |

o]

Help

Cancel Apply |

Figure 48: POCA Properties -4

Open Windows Explorer, navigate to “c:\inetpub\wwwroot\poca.” Right click on the
“c:\inetpub\wwwroot\poca\Error Log” folder

File Edit Wiew Faworites Tools  Help | |',’
QBack - 3 - ¥ | D Search [ Folders | (3 3 X 9| [@-
Address |g_'_; CeiInetpubiwrootipoca L‘ E’ s
Mame = | Size i Twpe I Date Modified | Attributes | -
Chbin File Folder 11512010 10:44 A
IhCode File Folder 1/5/2010 10:44 AM
I Contrals File Folder 11572010 10:44 AM
ChDocs File Folder 1/5/2010 10:44 AM
File: Folder 1/5/2010 10:44 AM
[SiHeader,  OPED File: Folder 1/5(2010 10:44 AM
[yimages  Caplore File Folder 1/52010 10:44 M
Search.. File: Folder 1/5/2010 10:44 A
e ZKE  ASPX File 132008 2:zaPM A
6KE  ASPX File 11j23/2009 1052 &AM A b
Send Ta L SKE  ASPXFile 10f6(2005 12:24FM A
cut 4KB ASPX File 10/6/2009 12:24 PM A
Q:'I;Y 2KE ASCHFle 10/8/2009 12:24 PM A
7KE  ASPX File 10/8/2009 12:24 PM A
=) archive  Create sharteut 6KE  ASPX File 11/24/2009 1:33FPM A
=] ssigne Delete KB ASPXFile 10j82009 12:24 PM A
fssigne__Rename ZKE  ASPX File 10/8{2009 12:24 PM &
] Cala KB ASPX File 11/23/2009 10:52 AM &
j Chan 6KB  ASPX File 1132009 12:08 PM a
) Camments, aspx 3IKB  ASPX File 11)23/2009 10:52 AWM A
4] CompletedCansults, aspx 3KB  ASPY File 11j23/2009 10:52 &AM A
5 Completediwatchlist. aspx GKB  ASPX File 1045/2009 12:24 PM an
j Consolidatetwatchlist, aspx 3KE  A5PXFile 10/8j2009 12:24 PM a
j DatasourceDelete\Wwarning aspx 2KE ASPY File 10/8§2009 12:24 PM n
= patasourceWlarning.aspx 2KB  ASPXFile 10/8i2009 12:24PM A
=1 default. aspx GKE  ASPXFile 11j5/2009 11:35 AM A
=] Def aultSearchiiew. aspx KB ASPX File 11/3(2009 12:31 PM - &
| DelateConfirm. aspx ZKE ASPX File 10/8{2009 12:24 PM & =l

Figure 49: Error Log Folder
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9. Select Properties->Security and select Users (‘server name”\Users)

September 2014

If you would like to use the error logging feature you will need to select Allow write to allow writing to

this folder for logging.

ErrorLog Properties ﬂ

General I Sharing Security | "Wwieb Sharingl Cuztomize I

Group or user names:

ﬁ 15_wWPG [POCADRAMIS_WFG) ;I
ﬁ Internet Guest Account [POCADRAMUISE_POCADRA)
€7 SvSTEM
€7 Users (POCADRAN sers)
< | »
Add... | Bemowe |
Permizzions for Uzers Allo Deny
Full Cartral L | ;!
b odify O O
Read & Execute O
Lizt Folder Cortents O
Read O
write O
Special Permizsions | O ;I
For zpecial permizzions or for advanced settings, e |
click Advanced. =

ak. I Cancel |

apply

Figure 50: Error Log Properties

Page 48 of 63



POCA Public Release Installation Guide September 2014

10. Go to HTTP Headers tab and uncheck ‘Enable anonymous access’.

Poca Properties

Cireckory I Cocuments  Direckory Security |HTTP' Headers I Custom Errors I &SP MET I

Bitmpn =

—Authentication and access conkrol

—_

Enable anonymous access and edit the
w authentication methods For this resource, Edit... |

i =7

2

[l P e Authentication Methods I_

4 ;[T Enable anonymous access:

! :

! Ise the Following Windows user account For anonymous access:

& Llser name: I IUSE._FDSWYO157s Browse, ., |

—SerL Passwiord; I YT |

=
#

— Authenticated access

For the Following authentication methods, user name and password
are required when:

- anonymous access is disabled, ar

- access is restricked using MTFS access cantral lisks

¥ Integrated Windows authentication
| [ Digest authentication For \Windows domain servers tlp

[ Basic authentication {password is sent in clear bext)
[ .MET Passpart authentication

Erefaulk domain: I Seleck, .. |
Realm: | Seleck, .. |

Ik I Cancel | Help |

Figure 51: Authentication Methods

11. To modify the settings that will are specific to your installation of POCA select the Edit Configuration
button from the ASP.NET tab.
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Poca Properties ﬂ E I

Directary I Docurnents I Directary Security I HTTP Headers I Custorn Errars  ASP.NET |

A5P . MET wersion:

Yirtual path: I IPoca

File location: I c:linetpubiweayrootiPocalwel, config
File creation date: I 10010/2013 7: 15:'15 P

File: last madified: | 10/16/2013 6:51:28 FM

Edit Configuration. .. |

(] 4 I Zancel Apply | Help |

Figure 52: POCA Properties -5
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The settings that should be reviewed for accuracy in your current POCA installation will be located on the
general tab under application settings.

:},,_-',:- ASP.NET Configuration Settings

r—Connection string manager

Cuistom Enorsl Authorizationl Authentication I Application I State Managementi Locations I

Mame

| Connection Parameters

LocalSgiSanear

data source= | SQLENPAE S5 infagrated 5 ecunili=5 558 AftachD B Fianame=Datalli

Edit... Hemoyve Feset |

—&pplication settings

Key

| Value

ConnectionS ting
EmailServer
Emailllsermame
EmailPazsword

D'ata Source=pocazol; User ID=poca; Password=poca_user; Min Pool Size=10; C
wito. platinumzalutions. com

SendE rork mail true
CreateEmorLog true
ErrorFromE mail pblomberg@platinumsolutions. com
ErrorT oE mail phlombergi@platinumsolutions. com s
[RTEUEN [ NP PR ann
4« | 3|
Add... Edit... | Remove I Feset |
Path: POCADRAAWeb Root/solpoca | 0K I Cancel | Apply | Help |

Figure 53: ASP.NET Configuration Settings

Explanation of relevant Application settings:

Key

Value

Description

ConnectionString

Named database

Points to the defined named database.

EmailServer

mail.domain.com

For emailing to work this value needs to
be set to SMTP server

EmailUsername username Username for authenticated user for the
email server

EmailPassword password Password for authenticated user for the
email server

SendErrorEmail true Set value to “true” or “false” to send an
email when POCA encounters an
unhandled error.

CreateErrorLog True Set value to “true” or “false” to write error
to log file when POCA encounters an
unhandled error.

ErrorFromEmail name@domain.com From whom the error email will be sent.

ErrorToEmail name@domain.com To whom the error email will be sent.

FileUploadDirectory

poca_data_import

Location of the data source files that will
be imported in POCA
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13.

14.

15.

16.

17.

Septem

ber 2014

If you are using a 32-bit Oracle client, then you will need to copy the “Oracle.DataAccess.dll” file
located in the POCA installation CD folder “ODAC\11g_32_2.x “to the
“c:\inetpub\wwwroot\poca\bin” folder and replace the current file that is located there.
The ODAC folder contains both the 32 and 64 bit versions of the “Oracle.DataAccess.dll” file. If you are
using 64-bit Oracle client, no need to replace any dll.
Modify web.config file under “C”"\inetpub\wwwroot\poca” folder accordingly to the deployment
option. For example, the email setup depends on the deployment option. Please check in Sec 4:
Additional Notes.
Restart the Web Site.

To run POCA from IIS and to verify the settings are correct, you need to right click on poca under “web
sites” and select browse.

® Internet Information Services (Is)Manager . BEEE
¥9 Fle Action Wiew ‘Window Help |.;’i|ﬁ|

e |B@XFR[2m(2]> =

=5
B

?‘g Internet Information Services

POCAORA (local computer
| Application Pools
_ | Web Sites

. E-# Default Weh Site

) WebZervice|  Explore i FDA Automated Method of
Open / m Minimizing Medication Errors Due to
PETTISSIOT ™ r Similar Proprietary and Established Names
Mew 3
Wiew L3
New Window Fram Here Uzer ID I
Delste Password: I
Rename
Refresh Login
e Reset Password | Change Password | Request Account
Help
Disclaimer
This is a Federal computer systerm and is the property
of the United States Government. It is for authorized
2 I I LI Liem nnle | lsere fanthorized or onanthnrizedy bave nn

-

|Browse item

Figure 54: 1S Manager Browse

Log into the application with the User ID “Admin” and password “pocaadmin$.”
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4.2 Installation in Windows 7/ Windows 8

1. Open lIS Manager by putting ‘iis’ on the ‘search program and files’ after Windows Start menu for
Windows 7. IS Manager can be started in Windows 8 as below

HEEAll%Na0

ture Manager

Figure 55: Open IIS Manager in Windows 8

- —
E Internet Information Services (IIS) Manager o= [ =] B
=N [€5 v ose-TesT-PC > | @ -
S A
File View Help
Connections - Actions
@) OSE-TEST-PC Home
L Manage Server
83 OSE-TEST-PC (OSE-Test-PC\OSH ~ Restart
. - o : et POy Filter: - Go - \z1Show All | Group by: _
i} Application Pools i
a-[8) Sites ASP.NET W G
» & Default Web Site & =_:\ U’
, 4 Poca B - |_4.:..1 A
NET NET MET Error .NET =
Authorizat.. Compilation Pages Globalization T
— - = !
|i: ab é Lr |— B r:'\_:\ 0 Help
Application  Connection Machine Key Pagesand Providers Online Help
Settings Strings Controls
& [
|
Session State SMTP E-mail
s
] & f 1 Sz
p = » = Features View || 2 Content View
Ready a3

Figure 56: IIS Manager
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2. Right click on “Sites” in the left menu and click on Add web site. Fill up the configurations as below

°| Add Web site [T | (3]
] Site name:
poca poca I Select... ‘

Content Directony
Physical path:
Chinetpubowwwrootipoca m

Pass-through authentication

l Connect as... J I Test Settings...

Binding
Type: IP address: Port:
http vl All Unassigned ~ B8O

Host name:

poca.pub.com|

Example: www.contoso.com or marketing.contoso.com

Start Web site immediately

O ] l Cancel

Figure 57: Add Website

3. Expand “Sites” and you will find “poca” under there. Click on Poca folder and click on Advanced settings in
the right pane.
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A 4

Authentic... Compression

Management

Configurat...
Editor

4D Default Web Site @ ,r“
i -7 aspnet_client 5 = 4
5@ Poca NET NET \NET Error NET
|'> 3 PocaOld Autherizat.. Compilation Pages Globalization
|.>-° Poca

Default
Document

Directory
Browsing

Error Pag

28] Internet Information Services (IIS) Manager
@ =) @ » BITSPCS » Sites » Default WebSite » Poca »
File View Help
Connections
> H; /Poca Home
493 BITSPCS (BITSPCS\hsbiswas) —
g L 4 - n - [EE|~
Application Pools Filter: Go - (G5 Show All | Group by: Area
& Sites ASPMET

4 (General)
Application Pool DefaultAppPool

Physical Path CAinetpub\wwwroot\Poca
Physical Path Credentials
Physical Path Credentials Logon ClearText

Preload Enabled False

Virtual Path /Poca
4 Behavior

Enabled Protocols http

-]

4

Res
g Fily

Physical Path
[physicalPath] Physical path to the content for the virtual directory.

0K ‘ | Cancel

Figure 58: Advanced Settings
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4. The Application pool is the DefaultAppPool. Check the properties of DefaultApplication pool. .NET
Framework should be 4.0 and run under classic or integrated pipeline

The following screen will appear for Windows 7 1IS

\Tf] Internet Information Services (II5) Manager [
P
@ &) [ (2 » OSE-TEST-PC » Application Pools | a2
File  View Help
Connections . . Actions
1 G;I Application Pools —
= T &4 Add Applicatio
495 OSE-TEST-PC (OSE-Test-PC\OSE . L3l LSl S Set Application
e R Te P TraT This page Ig e sernver.
i Application Fools Application|  jaqe r more Application Pol
46| Sites application il
» @) Default Web Site : failes E
b @ Poca IRl .MET Framework version: = s Stop
- . Recycle...
Name [.NI-.T Framework v4.0.30319 | Hentity s -
[} ASP.NE] hpplicationPool kit AppEcatio
= ' Managed pipeline mode: e - -
;;‘ASP.NE 25 hpplicationPool |:| Basic Settings...
;.;‘Classic | l]nteglated v] LpplicationPool Recycling...
|5} Defaultd LpplicationPool Advanced Setti
o=l _— . . pplicationPool
;,;’Poca Start application pool immediately hpplicationPool Rename
R
| ok || Cancel Ll
View Applicatid
@ Help
Online Help
4 1 b
Ready
Figure 59: Check .NET Framework version in windows 7
Same screen for Windows 8 1IS will be little different as below:
Advanced Settings ?
@ » BITS-PCT » Sites » poca | 4 (General)
Application Pool DefaultAppPool
iew  Help Bindings http:™:80:poca.pub.com
lons D 1 Actions
@ E Name poca ——
e — TSNS Physical Path ‘Cinetpub\wwwroot\Poca 4l Explore
I'S-PC7 (Bits-pcT\bitspcT) Filter Edit Permil
Application Pools i -
Sites ASP.NET - B EI.'IIIISIIE
& poca = Application pool: Bindings..
‘_% ‘ DefaultAppPool v
NET R—— it
Authorizat 3 foperties:
2‘% Met CLR Version: 4.0
= Pipeline mede: Integrated
MET User ite
SMTP E?m
s Application Pool A~
- [applicationPeol] Configures this application te run in the specified v Configure
— application peal. [EE—
@ Limits...
QK Cancel

Figure 60: Check .Net Framework version in Windows 8
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5. There is a host name entry for the application during the creation of Web site through IIS Manager. Your
host name is poca.pub.com and hosts file is located at C:\Windows\System32\Drivers\etc. Enter the new
host as below. The Administrator privilege is required to modify the hosts file. Open NOTEPAD as
Administrator and open the file on there. Add the new entry at the bottom as below.

File Edit Format View Help

# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

#

# This file contains the mappings of IP addresses to host names. Each

# entry should be kept on an individual line. The IP address should

# be placed in the first column followed by the corresponding host name.
# The IP address and the host name should be separated by at least one
# space.

#

# Additionally, comments (such as these) may be inserted on individual

# lines or following the machine name denoted by a "#° symbol.

#

# For example:

#

# 182.54.94.97 rhino.acme. com # source server

B 38.25.63.1@ X.acme.com # x client host

# localhost name resolution is handled within DNS itself.
127.8.8.1 localhost

# i:l localhost

27.8.08.1 paca;pub.coﬂ

Figure 61: Sample Host File
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6. Web.config file under c:/inetpub/wwwroot/poca folder needs to be configured.

a. Open the file web.config in notepad

b. Based on EmailServerType the values need to modify. If the corporate SMTP server is used, then
‘EmailServerType’ will be ‘Custom’ otherwise ‘gmail’ can be used for any publicly open email
server. In publicly open email server DO NOT CHANGE ‘<add key="EmailServerType” value =
“gmail” />’. If you want to use different email servers other than Gmail e.g. Hotmail, Yahoo etc.,
just change the other variables like EmailServer, Emailusername, EmailPassword, EmailPort and
EmailEnableSSL accordingly. In that case, you can replace the value of the variables
‘EmailUsername’ and ‘EmailPassword’ with your own email account.

Web.config ¢

<!--Using tnsnames.ora -->
<!-- Updated connection string to include the proper values to optimize database performance --»
<add key="ConnectionString” value="Data Source=poca; User ID=poca; Password=poca_user; Min Pocl Size=18; Connection Lifetime=12
<!--Omiting tnsnames.ora-->
<! --SERVER=(DESCRIPTION=(ADDRESS=(PROTOCOL=TCP) (HOST=MyHost) (PORT=MyPort) ) (CONNECT_DATA=(SERVICE_NAME=MyOracleSID)));uid=myUser
<!--Some reported problems with the one above and Visual Studio. Use the next one if you've encountered problems.-->
<!--Data Source=(DESCRIPTION={ADDRESS=(PROTOCOL=TCP)(HOST=MyHost)(PORT=MyPort))(CONNECT_DATA=(SERVICE_NAME=MyOracleSID)));User
= gl
Email system setup.
EmailServerType key is the server type i.e. gmail/yahoco/homail or some corporate email server
EmailServer key is the server name of the email server
EmailUsername key is the username for logging into the email serwver.
EmailPassword key is the password for the user that is logging into the email server
-->
<!-- FDA SMTP Server-->
= <!-- Server type could be open for Windows 7 & 8
In case of corporate exchange server
the setting will be different way.
EmailServerType will be gmail or custom -->

<!--When EmailServerType value="gmail"-->

<add key="EmailServerType" value="gmail"/>

<add key="EmailServer"” value="smtp.gmail.com"/>

<add key="EmailUsername" value="pocabits@igmail.com"/>
<add key="EmailPassword" value="Poci123456789"/>

<add key="EmailPort" value="587"/>

<add key="EmailEnableSsL" value="true"/>

<!--alternate corporate email value="custom"-->
= <!l--<add key="EmailServerType" value="custom"/>
<add key="EmailServer"” value="smtp.fda.gov"/>

Figure 62: Web.config -1

c. Please replace the value of ‘ErrorFromEmail’ and ‘ErrorToEmail’ variables shown in the Figure 63
below with your email or any valid Administrator email. If there is any application error happens,
the application will email the error to this email account.

<!-- ERROR REPORTING --:

<add key="SendErrcrEmail” value="true" />

<add key="CreateErrorLog"” value="true" />

<!-- ONLY ONE FROM AND TO EMAIL ALLOWED--:

<add key="ErrorFromEmail” value="vyouremail@domain.com" />
<add key="ErrorTocEmail" ualue="yuuremai1@dnmain.cnﬂ" S

Figure 63: Web.config - 2

7. Open the URL http://poca.pub.com/ and Log into the application with the User ID “Admin” and password
“pocaadminS.”
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4.3 Test your Installation

Once installation is complete, you can verify the operation of the application by running a test search using the
name, ‘Tri-Vit with Fluoride’. To run the test search, perform the following steps using a returned results
threshold of 50% and dynamic weights setting of 50% Orthographic and 50% Phonetic:

1. Type ‘Tri-Vit with Fluoride’ in the search text field
2. Select Orthographic and Phonetic as the search types
3. Select Drugs@FDA and RxNorm as the datasources

Your search screen should look like the screenshot below:

* op For wildeard searching
_ For single character searching

Search Text  |Tri-Vit with Fluoride

Search Type: ¥ orthographic
¥ Phonetic
Text®

Reset Submit
Other Datasources:

Datasource Date Updated Product Count
+ Drugs At FDA 09-26-2014 0,485

< FxMorm 09-09-2014 26,321

Figure 64: Search Criteria

4. Click ‘Submit’

The test search should provide the same total number of results as shown in Figure 65 below:
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Search Results
Search Term: tri-vit with fuoride

 had o Watch List"

September 2014

Orthographic & Phonetic Matches greater then 50%:  Results 1 - 15 of 70
B Name of Concern Match Percentage ~ Datasource

Tri-Vitamin with Fluoride 81 RxMNorm
yitrium fluoride 62 RxNorm
TROSPIUM CHLORIDE 61 Drugs At FDA
rubidium chloride 59 RxNorm
strontium chloride 59 RxNorm
Stannous Fluoride 58 RxNorm
Tri-Vi-Sol with Iron 58 RxNorm
silver fluoride 58 RxNorm
Phosphate Fluaride 57 RxNorm
magnesium fluoride 56 RxNorm
Sodium Fluoride 56 RxNorm
Stop brand of fluoride 56 RxNorm
Calcium Fluoride 56 RxNorm
PRALIDOXIME CHLORIDE 56 Drugs At FDA
PROTOPAM CHLORIDE 56 Drugs At FDA

Page 1[2][3][4][5]

Phonetic Matches greater then 50%: Results 1 - 15 of 57
B Name of Concem Match Percentage ~ Datasource

Tri-Vitamin with Fluoride 74 RxMorm
TROSPIUM CHLORIDE 64 Drugs At FDA
Stannous Fluoride 63 RxMNorm
chromous chloride 63 RxMorm
PROTOPAM CHLORIDE 62 Drrugs At FDA
Phosphate Fluoride 61 RxMNorm
cobaltous chloride 61 RxMorm
strontium chloride 61 RxMorm
TRIDECYL STEARATE 6l RxMorm
EDROPHONIUM CHLORIDE 60 Drugs At FDA
rubidium chloride 60 RxMorm
magnesium fluoride 58 RxMNorm
Oxybutynin Chloride 58 Drugs At FDA
OXYBUTYNIN CHLORIDE 58 Drugs At FDA
tridecyl salicylate 58 RxMNorm

Page1[2][3][4]

orthographic Matches greater then 50%: Results 1 - 15 of 143
B Name of Concern Match Percentage ~ Datasource

Tri-Vitamin with Fluoride 88 RxMorm
yitrium fluaride 66 RxMNorm
Trifluridine 64 RxMorm
TRIFLURIDINE 64 Drugs At FDA
teriflunomide 62 RxNorm
MVC-Fluoride 61 RxNorm
Tri-Wi-Sol with Iron 61 RxNorm
silver fluoride 60 RxNorm
Biotene Dry Mouth Fluoride 59 RxMNorm
Trifluoperazine 59 RxMorm
tribenoside 58 RxNorm
TRIPROLIDINE HYDROCHLORIDE 58 Drugs At FDA
Trifluperidol 58 RxMorm
triethylamine 58 RxMorm
TROSPIUM CHLORIDE 58 Drugs At FDA

Page1[2][3][41[51[6][7][81[9][10]

Figure 65: Search Results
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Please note after verifying successful installation of the POCA application, users need to refresh the
datasources to ensure they are searching the most up to date versions of Drugs@FDA and RXNorm. Please
refer to ‘Data Load Setup’ on page 42 of the installation guide for instructions on performing monthly data
refreshes.
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5. Additional Notes:

e The POCA Installation directory also contains the folder “Poca_Source_Code” that contains the source
codes for not only the main POCA application but for all of its dependent projects. If you wish to

update these code sets then you can just copy this folder to your development system and open the
“WebApp.sIn” file in Visual Studio 2010.
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